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ArtlﬁC|G| intel | igence hC]S I’eC]Ched an Yet beneath the success stories lies a more complex reality:
) i ) While Al adoption accelerates, meaningful business value
| ﬂﬂeC'UOn pO| ﬂt Wh(]t begC] N ds remains challenging to attain — with only about 17% of

. . . . companies seeing measurable revenue or profit impact’ — as
eX pe rimenta | teCh ﬂ0|09y IS NOW d rivi ﬂg many organizations struggle to sustain these benefits in the

R . face of escalating security, compliance, and operational

measurable productivity gains across Challenoes
enterprises, with proven use cases

. . . This report provides enterprise leaders with a pragmatic
del Ivering ta Ngl ble ROI. framework for capturing Al's transformative potential while
building the resilience needed to navigate an uncertain
landscape. Success requires moving beyond the hype to focus
on proven use cases, robust governance, and comprehensive
risk management.




THE WAVE: WHY Al (AND AGENTIC Al) IS ACCELERATING NOW

The Wave:
Why Al (and Agentic Al)
s Accelerating Now

I I Ubiquity in Salesforce has integrated Einstein Other platforms are following suit, with
Enterprlse AI OdOptlon hGS Core SaasS Agents across its CRM suite, promising nearly every major SaaS provider
I’eCIChed q 't| pp| Nng po| htl d riven autonomous lead qualification and announcing some form of agentic Al

- customer engagement. capability.

by four fundamental shifts that

. Al has moved from being an Microsoft has embedded Copilot agents  This represents a fundamental shift
are Credtl ng un precedented experimental feature to becoming throughout its enterprise suite, from from Al as a feature to Al as an
momentu m. a core platform capability across Teams to SharePoint. autonomous actor within business

enterprise software. Major Saa$S processes.
providers are rapidly integrating agentic  ServiceNow is deploying Al agents for IT

capabilities — Al systems that can service management and workflow

autonomously perform complex, multi- automation.

step tasks:
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THE WAVE: WHY Al (AND AGENTIC Al) IS ACCELERATING NOW

Demonstrable
Productivity Gains

Unlike previous technology waves that
relied on theoretical benefits, Al is
delivering measurable productivity
iImprovements.

GitHub Copilot randomized controlled
trials showed developers completed
tasks 55.8% faster than control groups?,
with 85% of developers reporting
increased confidence in their code
quality and 90% finding their job more
fulfilling®.

These arent marginal improvements.
They represent step-change
productivity gains that justify
immediate investment.
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Maturing Guardrails &
Standards

OWASP’s Top 10 for Large Language
Model Applications identifies critical
vulnerabilities?, while MITRE ATLAS
provides a comprehensive framework
mapping adversarial attack techniques®.
The NIST Al Risk Management
Framework offers structured guidance
for Al governance and risk
management®.

Regulatory
Tailwinds

Governments worldwide are
establishing explicit Al obligations,
forcing enterprises to take governance
seriously rather than treating it as
optional. The EU Al Act sets clear
compliance milestones from 2025-2030,
while DORA requirements affect
financial services, and over 130 U.S.
state—level Al laws have emerged since
2016. This regulatory clarity is
accelerating enterprise adoption by
providing concrete compliance
frameworks.
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The Reality:
Adoption Is High,
ROl Is Uneven

While headlines celebrate Al's rapid adoption,
the ground truth reveals a more nuanced
picture of concentrated value creation and
persistent implementation challenges.
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THE REALITY: ADOPTION IS HIGH, ROI IS UNEVEN

Usage Is Up, Value Is
Concentrated

McKinsey’s 2025 survey’ shows 78% of
organizations regularly using generative
Al — up from 65% in the previous year.
However, over 80% of companies report
no material contributions to earnings
from gen Al initiatives. Only about 17%
report that a meaningful share (z 5%) of
their EBIT can be attributed to gen Al
deployment.
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The survey showed that the value of
new Al workflows is more apparent at
a business-unit level. Respondents
reported the highest rates of revenue
increases in strategy & corporate
finance (70%), supply chain &
inventory (67%), and marketing &
sales (66%).

Meaningful business value

IS Not a guarantee

of organizations regularly use gen A,

but only

report a meaningful share of their EBIT
can be attributed to it.
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THE REALITY: ADOPTION IS HIGH, ROI' IS UNEVEN

Budget & Scaling
Constraints

Despite enthusiasm, CFOs are applying
disciplined budget constraints. While
90% of CFOs projected higher Al
budgets in 2024, with 71% planning
increases of 10% or more?®, only 30% of
companies planned to increase IT
budgets specifically for Al projects. Most
organizations are carving out existing
budgets — such as cloud spending — to
fund Al initiatives®.

This budget reality forces organizations
to be strategic about Al investments,
prioritizing high-impact use cases over
experimental projects.
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THE REALITY: ADOPTION IS HIGH, ROI' IS UNEVEN

The “95% Fail”
Narrative

While specific Al failure rate statistics vary widely across
studies, MIT research reveals that a significant number of
enterprise Al initiatives fail to translate to measurable

business value™.( The root causes are predictable:

Misalignment Insufficient Poor data quality Unrealistic
between Al change and infrastructure  expectations
capabilities and managementand  readiness about Al's current
business user adoption limitations
objectives
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THE REALITY: ADOPTION IS HIGH, ROI' IS UNEVEN

Compliance
Complexity

Regulatory fragmentation adds friction to Al initiatives. Global
firms face EU Al Act mandates, U.S. state—level regulatory
divergence, and emerging international standards.
Compliance is now a board-level agenda item, requiring
dedicated resources and expertise to navigate successfully.

Beyond external mandates, many firms struggle with internal
governance basics: lack of clear model ownership, inconsistent
approval processes, and poor documentation of datasets/
prompts. These gaps slow adoption as much as regulatory
friction.
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THE HEADWINDS: SIX BUCKETS OF CHALLEN
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The Headwinas:
Six Buckets of
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THE PRAGMATIC PLAYBOOK: A THREE-FOLD APPROACH

The Pragmatic
Playoook: A

Three-Folo
Approach

Given this complex reality, organizations must adopt a
disciplined, strategic approach to Al adoption built on
three foundational pillars.
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THE PRAGMATIC PLAYBOOK: A THREE-FOLD APPROACH

Be Ruthlessly Pragmatic
on Use Cases

Start with three to five high-impact bets tied to clear KPI
owners and proven track records:

Proven “First Wins”

R&D
acceleration

Use Al to enhance research
processes and product
development cycles.

Avoid the temptation to pursue Al for Al's sake.
Every initiative should have clear business justification

and measurable success criteria.

A ‘ READIVERSE

Customer service
deflection

Implement Al-enabled support
systems with clear ROl metrics.

Finance/HR
automation

Deploy Al tools for routine
administrative tasks.
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THE PRAGMATIC PLAYBOOK: A THREE-FOLD APPROACH

Build the Foundation
Before Scaling

Create an Al Bill of Materials documenting all models, datasets,
prompts, and data lineage. Implement comprehensive Al
security by applying OWASP LLM Top 10 security controls™ and
conducting MITRE ATLAS adversarial red-teaming exercises™.
Align governance with regulatory requirements including NIST
Al Risk Management Framework®™ and EU Al Act™ compliance.
Protect Al assets like Tier-1 workloads with protection and
resilience for vector databases, models, and agent state.

Commvault enables protected Al data paths with immutable
copies, anomaly detection, granular recovery, and compliance-
aware governance, providing visibility and control across the Al
data lifecycle.
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FIGURE 1

From SBOM to AlI-BOM: Traditional software
asset tracking must evolve to include Al-
specific components like models, datasets,
and prompts — requiring the same
governance rigor as code dependencies.

SBOM

Software Bill of Materials

: : . Al EVOLUTION
Libraries & Dependencies

Vulnerabilities & Licenses
Code Components

Security Scan Results

Al-BOM
Al Bill of Materials

Modes & Datasets
Prompts & Lineage

Al Components

Training Data Sources
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WHAT “GOOD"” LOOKS LIKE: 90-/180-DAY SCORECARD

What “Good”
| ooks Like:
90-/180-Day
Scorecaro

Successful Al implementation requires
clear milestones and measurable progress
markers to ensure initiatives stay on track
and deliver promised value.
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WHAT “GOOD"” LOOKS LIKE: 90-/180-DAY SCORECARD

90-Day
Milestones:

3—-5 use cases

deployed in production with clear KPI baselines established

Al Bill of Materials Version 1.0

deployed in production with clear KPI baselines established

Disaster recovery procedures

tested and validated for Al workloads

OWASP LLM Top 10 assessment

completed with critical vulnerabilities identified

Initial MITRE ATLAS

threat modeling exercise conducted
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WHAT “GOOD"” LOOKS LIKE: 90-/180-DAY SCORECARD

180-Day
Milestones:

Measurable business impact

from 22 use cases (revenue influenced, cost reduction, cycle time improvement)

Red team findings from MITRE ATLAS

framework assessment closed

Disaster recovery tests passed

with <4 hour recovery time objectives

Governance framework aligned to NIST Al RMF

and EU Al Act risk tier requirements

Al-specific security controls

implemented and validated
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METRICS THAT MATTER

\letrics
That Matter

Effective Al governance requires tracking
performance across five critical
dimensions to help enable both business
impact and operational excellence.
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METRICS THAT MATTER

[~ Adoption Metrics

Weekly active users of Al tools

Task coverage percentage (what
percentage of eligible tasks use Al)

Human handoff rates in automated
processes

Employee satisfaction scores with Al
augmentation
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E- Quality Metrics

Hallucination rate and accuracy
measurements

Grounded response rate (percentage of
responses supported by source data)

Model drift detection and retraining
frequency

Code acceptance rates for Al-generated
content (industry benchmark: ~30%")

G Risk Metrics

Prompt injection incidents detected and
blocked

Compliance gap assessments against
regulatory requirements

Data exfiltration alerts and response
times

MITRE ATLAS technique coverage in
detection capabilities

Q Resilience Metrics

Mean time to recover Al workloads from
failures

Backup completion rates for Al-specific
data assets

Recovery point objectives for vector
databases and embeddings

C‘ Value Metrics

Revenue influenced by Al-enabled
initiatives
Cost-to-serve reduction in automated

functions

Cycle-time reduction in Al-augmented
processes

Customer satisfaction scores for Al-
enabled services

The Al Resilience Blueprint — excerpted from Agentic Al Meets Enterprise Reality: A Pragmatic Playbook © 2025 Commvault Systems, Inc. | Al Built on a Foundation of Resilience




COMMVAULT'S VISION: Al BUILT ON RESILIENCE

Commvault’s
Vision: Al Built on
Resilience

Delivering on this playbook requires a resilient foundation of
protection and governance. Commvault's strategy helps enterprises
to safeguard critical Al assets and enforce governance standards so
that Al systems are able to remain protected, compliant, and
recoverable at scale.

Our platform provides data protection
for Al at scale, handling complex
pipelines with fast recovery across on-
premises, cloud, and hybrid
environments.

Through our Satori acquisition, we
deliver automated discovery and
classification of sensitive data across Al
training datasets, LLM access control
including activity monitoring and
prompt protection.

Al governance frameworks for
protected technology adoption, and
targeted auditing for compliance
assistance with emerging Al regulations.

Our identity and access management
capabilities track data as it flows into Al
models, enabling risk assessment and
policy enforcement for Al workloads.



COMMVAULT'S VISION: Al BUILT ON RESILIENCE

Commvault integrates with
leading cybersecurity and Al
platforms, including
CrowdStrike, Microsoft, and
Palo Alto Networks, to
enhance threat detection,
zero-trust security, and
automated recovery.



COMMVAULT'S VISION: Al BUILT ON RESILIENCE

Our differentiated approach provides breadth
of coverage across all data modalities, full
stack security lifecycle management,
responsible Al leadership with built-in
safeguards, single platform value proposition,
unique data insights through rich metadataq,
and enterprise depth and scale across global,
complex environments.
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https://www.commvault.com/
https://www.commvault.com/IP
https://www.mckinsey.com/capabilities/quantumblack/our-insights/the-state-of-ai
https://arxiv.org/abs/2302.06590
https://github.blog/news-insights/research/research-quantifying-github-copilots-impact-in-the-enterprise-with-accenture/
https://cvlt-my.sharepoint.com/personal/bperceval_commvault_com/Documents/OWASP%20Top%2010%20for%20Large%20Language%20Model%20Applications
https://atlas.mitre.org/matrices/ATLAS
https://www.nist.gov/itl/ai-risk-management-framework
https://www.gartner.com/en/newsroom/press-releases/2024-02-07-gartner-cfo-survey-shows-nine-out-of-ten-cfos-project-higher-ai-budgets-in-2024
https://www.cfodive.com/news/ai-prep-tops-concerns-companies-drowning-unstructured-data/723650/
https://nanda.media.mit.edu/ai_report_2025.pdf
https://cfoleadership.com/ai-investment-dollars-deployments-and-downsides/
https://www.zscaler.com/campaign/threatlabz-ai-security-report
https://artificialintelligenceact.eu/

